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Windows Server 2008
Novinky v oblasti bezpeļnosti

Miroslav Knotek Microsoft MVP

IT Senior Consultant | KPCS CZ, s.r.o.

knotek@ kpcs.cz | www.konzultant. net | www. kpcs.cz

Agenda

9:00 ï10:30

Đvod, BitLocker, Windows Firewall, Active Directory atd.

10:30 ï10:45 - coffee break

10:45 ï12:00

NAP

12:00 ï13:00 obŊd

13:00 ï14:00

PKI

14:00 ï14:30 - technick§ diskuze
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Windows Server 2008 - {pŚehled verz²}

Funkce Windows Server 2008 a licence

Nov§ ļi vylepġen§ 
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Internet Information Services 7.0 ¸ ¸ ¸ ¸ ¸ PokrĨv§ serverov§licence, ģ§dn® specifick® CAL.

Hyper-V ¸ ¸ ¸ ¹ ¹ PokrĨv§ serverov§licence, ģ§dn® specifick® CAL.

Network Access Protection ¸ ¸ ¸ ¹ ¹ PokrĨv§ serverov§licence, ģ§dn® specifick® CAL.

AD Rights Management Services ¸ ¸ ¸ ¹ ¹ KWindows CAL jeġtŊ i RMS CAL

Terminal Services Gateway and 

RemoteApp
¸ ¸ ¸ ¹ ¹

KWindows CAL jeġtŊ i TS CAL

Server Manager ¸ ¸ ¸ ¸ ¸ PokrĨv§ serverov§licence, ģ§dn® specifick® CAL.

Windows Deployment Services ¸ ¸ ¸ ¹ ¹ PokrĨv§ serverov§licence, ģ§dn® specifick® CAL.

Server Core ¸ ¸ ¸ ¸ ¹ PokrĨv§ serverov§licence, ģ§dn® specifick® CAL.
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Windows Server 2008
podpora virtu§ln²ho prostŚed²



5/27/2008 1:41 AM

4

Verze pro nasazen² 
spoleļnŊ s 

Windows Vista

PŚipravena na 
detailn² testov§n² 2008

V prodeji!

Pln§ funkcionalita, 
kompletn² verze k 

vĨrobŊ!
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Windows Server

Cestovn² mapa

ñLonghornò Beta 3

2008 RTM

2008

2008 R2

Code Name 
ñCougarò

Bezpeļnost

BezpeļnostWeb Virtualizace

Windows Server 2008

Sniĥuje n§klady, 

zvyģuje utilizaci 

hardware , optim alizuje

infrastru ktur u a zvyģuje 

dostupnost serverū

Umoĥŝuje efektivnœ a 
bezpeńnœ poskytovat 
webov® aplikace s 
bohatou funkcionalitou

Poskytuje vysokou 
¼roveŝ ochrany pro Vaģe 
data, Vaģ² s²ũ a V§ģ 
byznys
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Prvky ochrany serveru

Proces vĶvoje

Secure Startup a 

ochrana jiĥ bœhem 

instalace

Integrit a k·du

Windows service 

hardening

Firewall s pţ²choz²mi i 

odchoz²mi filtery

Restart Manager

VylepģenĶauditing

Network Access 

Protection

Pţed§v§n² ud§lost²

S²ũov§n² zaloĥen® na 

politik§ch

Serverov§ a dom®nov§ 

izolace

Kontrola instalace 

vĶmœnnĶch zaţ²zen²

Active Directory Rights 

Management Services

Bezpeļnost

Security policies, 
procedures, and education

Policies, procedures, awareness

Guards, locks, tracking devicesPhysical security

In-Depth Defense Approach to Server 2008 Security?

By using a layered approach you:

Increase the attackerôs risk of detection 

Reduces the attackerôs chance of success

Application hardeningApplication

OS hardening, authentication, 

security update management, 
antivirus updates, auditing

Host

Network segments, NIDSInternal network

Firewalls, boarder routers, 
VPNs with Network 
Quarantine procedures

Perimeter

Strong passwords, 
ACLs, backup and 
restore strategy

Data


