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tƻǘǌŜōǳƧƛ ǾłȌƴŠ antispam?



aƻȌƴƻǎǘƛ Ƨŀƪ ǌŜǑƛǘ antispam

Popis role EdgeǾ ǊłƳŎƛ antispamu

!ƴǘƛǎǇŀƳƻǾŞtechniky

¢ƛǇȅ ŀ ǘǊƛƪȅ ǇǊƻ ƴŀǎǘŀǾŜƴƝ antispamu

aƻƴƛǘƻǊƻǾłƴƝ antispamu

!ƴǘƛǾƛǊƻǾł ƻŎƘǊŀƴŀ ςForefrontfor Exchange 
Server

{ƘǊƴǳǘƝ ŀ ŘƻǇƻǊǳőŜƴƝ
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Edge TransportςƘȅƎƛŜƴŀ ǇƻǑǘƻǾƴƝŎƘ ȊǇǊłǾ



!ƴǘƛǾƛǊƻǾł ŀ ŀƴǘƛǎǇŀƳƻǾłochrana 
Varianta: ǾƭŀǎǘƴƝ ǌŜǑŜƴƝ 95D9
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Antivirus and Anti-spam 

protection for Exchange 

Server 2007 Roles

Detailn² kontrola nastaven²
Antivir, antispam a bezpeļnostn² politiky mohou bĨt nastaveny pŚesnŊ na m²ru dle poģadavkŢ 
organizace

VestavŊn§ ochrana libovolnŊ ġk§lovateln§
Ochrana dat mŢģe bĨt rozġiŚov§na dle toho jak se organizace zvŊtġuje

SMTPInternet



!ƴǘƛǾƛǊƻǾł ŀ ŀƴǘƛǎǇŀƳƻǾłochrana 
±ŀǊƛŀƴǘŀΥ ƘƻǎǘƻǾŀƴŞ ǌŜǑŜƴƝ 95D9

Firewall

Spolehliv® a vysoce profesion§ln² Śeġen² bez poļ§teļn²ch investic
Vysoce dostupn§ ochrana zpr§v s garantovanouSLA

Jednoduch§ administrace
Hostov§n² ochrany zpr§v umoģŔuje soustŚedit se na jin® IT aktivity

Antivirus and anti-spam protection for 

Exchange Server 2007 Server Roles

On-Premise Software

Mailbox ServerHub Transport Server Client Access Server

SMTPInternet



!ƴǘƛǾƛǊƻǾł ŀ ŀƴǘƛǎǇŀƳƻǾłochrana 
±ŀǊƛŀƴǘŀΥ ǾƭŀǎǘƴƝ ǌŜǑŜƴƝ ōŜȊ 95D9

Firewall

TipΥ ǇƻƳƻŎƝinstall-antispamagents.ps1 ƧŜ ƳƻȌƴŞ 
aktivovatŀƴǘƛǎǇŀƳƻǾŞagenty i pro roliHub 
¢ǊŀƴǎǇƻǊǘ Ǿ ƻǊƎŀƴƛȊŀŎƝŎƘ ōŜȊEdgerole

Antivirus and anti-spam protection for 

Exchange Server 2007 Server Roles

On-Premise Software

Mailbox ServerHub Transport Server Client Access Server

SMTPInternet



bŜǾȅȌłŘŀƴł ȊǇǊłǾŀ м

tǊǾƴƝ ŘƻƪǳƳŜƴǘƻǾŀƴȇ ǎǇŀƳbyla 
ȊǇǊłǾŀ ƻ ŘƻǎǘǳǇƴƻǎǘƛ ƴƻǾŞƘƻ ƳƻŘŜƭǳ 
ǇƻőƝǘŀőŜǎǇƻƭŜőƴƻǎǘƛDigital 
Equipment CorporationΣ ƪǘŜǊł ōȅƭŀ 
Ǉƻǎƭłƴŀ 393 ǳȌƛǾŀǘŜƭǻƳǎƝǘŠARPANET 
v roce1978



Edge ServerςǇǌŜƘƭŜŘ

bŀǎŀȊŜƴƝ Ǿ 5a½
EdgeSync
Edgesubscription



95D9 ǊƻƭŜ ƧŜ ǳǊőŜƴŀ ǇǊƻ 5a½

tƻŘǇƻǊǳƧŜ ƛȊƻƭŀŎƛ ƻŘ ǾƴƛǘǌƴƝ ǎƝǘŠ
NŜƴƝǇƻȌŀŘƻǾłƴŀ ƪƻƴŜƪǘƛǾƛǘŀ ŘƻActive Directory
EdgeōŠȌƝ Ƨŀƪƻ stand-aloneǎŜǊǾŜǊΣ ƴŜƴƝ őƭŜƴŜƳ !5
{ƭǳȌōŀ EdgeSync ǳƳƻȌƶǳƧŜ ōŜȊǇŜőƴŠ ǇǌŜŘłǾŀǘ Řŀǘŀ ȊAD Edge 
serverǻƳ

LƳǳƴƴƝ Ǿǻőƛ ȊŀƘƭŎŜƴƝ ŀ ǵǘƻƪǻƳ
Exchange anti-spamςƭƛƳƛǘȅ Ǉƻőǘǳ ǎǇƻƧŜƴƝ, Tarpitting
±ŜǎǘŀǾŠƴł ƻŎƘǊŀƴŀ, Managed ƪƽŘ

tƻŘǇƻǊǳƧŜ ǎǘŀƴŘŀǊŘƴƝInternet MTA funkce
TLS, smarthost, atd.



EdgeSync

Edge serveryƳǳǎƝ ōȇǘ ǳƳƝǎǘŠƴȅ Ǿ 5a½

.. aleǌŀŘŀ ŦǳƴƪŎƝ Edge serveruȊłǾƛǎƝ ƴŀ ŘŀǘŜŎƘ ȊActive 
Directory

EdgeSync
tǳōƭƛƪǳƧŜ Řŀǘŀ ōŜȊǇŜőƴŠ ƴŀEdge servery
tǌƛǌŀȊǳƧŜEdge Server ƪŜ ƪƻƴƪǊŞǘƴƝAD Site
YƻƴŦƛƎǳǊǳƧŜ ōŜȊǇŜőƴȇ ǇǌŜƴƻǎ ȊǇǊłǾ Ȋ/na Hub servery
Konfiguruje send/receive konektory



EdgeSyncpublikuje data z AD
5ŀǘŀ ƻ ǇǌƝƧŜƳŎƝŎƘ ǇƻǑǘȅ ƧŜŘƴƻŎŜǎǘƴŠ ǑƛŦǊƻǾŀƴł όhash)

!ŘǊŜǎƴƝ ǇǊƻǎǘƻǊ κ ƛƴŦƻǊƳŀŎŜ ƻ ƪƻƴŜƪǘƻǊŜŎƘ
±őŜǘƴŠ Accepteddomains

9ȄƛǎǘǳƧƝŎƝSMTP adresy
tƻǳȌƝǾł ǎŜ ƪ ȊŀƳƝǘƴǳǘƝ ȊǇǊłǾ ǇǊƻ ƴŜŜȄƛǎǘǳƧƝŎƝ ǳȌƛǾŀǘŜƭŜ

Outlook ςōŜȊǇŜőƴƝ ƻŘŜǎƝƭŀǘŜƭŞ (safelist aggregation)
{ŜȊƴŀƳ ōŜȊǇŜőƴȇŎƘ ƻŘŜǎƝƭŀǘŜƭǻ ǳȌƛǾŀǘŜƭ ǎǇǊŀǾǳƧŜ ǇƻƳƻŎƝ hǳǘƭƻƻƪǳ ƴŜōƻ h²!

tƭŀǘƝ ǇǊƻ ƪƻƴƪǊŞǘƴƝƘƻ ǳȌƛǾŀǘŜƭŜ
όōŜȊǇŜőƴȇ ƻŘŜǎƝƭŀǘŜƭ ǳȌƛǾŀǘŜƭŜ ! ƴŜƴƝ ŀǳǘƻƳŀǘƛŎƪȅ ōŜȊǇŜőƴȇ ƻŘŜǎƝƭŀǘŜƭ ǳȌƛǾŀǘŜƭŜ .ύ

½ǇǊłǾŀ ƻŘ ōŜȊǇŜőƴŞƘƻ ƻŘŜǎƝƭŀǘŜƭŜ ƻōŎƘłȊƝ ŦƛƭǘǊƻǾłƴƝ ƻōǎŀƘǳ όcontentfiltering)

IP blockƭƛǎǘȅ ŀƭŜ ǇƭŀǘƝ ƛ ǇǊƻ ǘȅǘƻ ȊǇǊłǾȅ


